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Abstract 

• A novel method for encrypting and decrypting images, both grayscale and 
color, without the lost of information, and using private keys of varying 
lengths will be presented 

• Based on the concept of the tensor representation of an image and splitting two-
dimensional (2-D) discrete Fourier transform (DFT) by one-dimensional (1-D) DFTs of 
signals from the tensor representation, or transform [1,2,3] 

• Iterations of redirecting an image and sub image parts followed by a cyclical shift 
makes for an encrypted image that is uncorrelated 
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Redirecting Image 

•
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Redirecting Image Cont. 

•
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Redirecting Image Cont. 

•
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Redirecting Image Cont. 

•
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Redirecting Image Cont. 
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Image Encryption 
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Image Encryption Cont. 

•
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Image Encryption Cont. 

•
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Image Encryption Cont. 

•
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Image Encryption Cont. 
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Image Encryption Cont. 
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Image Encryption Cont. 
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Encrypted Image: stage 6+1 

Six standard stages: Redirect image 
    or sub image followed by cyclical 
    shift of image 
 
One nonstandard stage: Redirection 
    of image, last step of encryption 



Image Encryption Cont. 
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Stage 1 Encryption 
Block Size: 512 

Stage 2 Encryption 
Block Size: 256 

Stage 3 Encryption 
Block Size: 128 

Stage 4 Encryption 
Block Size: 64 

Stage 5 Encryption 
Block Size: 32 

Stage 6 Encryption 
Block Size: 16 

Stage 7 Encryption 
Block Size: 512 

Redirection & Cyclical Shift 

Redirection & Cyclical Shift 

Redirection & Cyclical Shift Redirection & Cyclical Shift 

Redirection & Cyclical Shift Redirection & Cyclical Shift Redirection 



Image Decryption 
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Image Decryption Cont. 



Image Decryption Cont. 
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Image Decryption Cont. 
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Image Decryption Cont. 

•
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Image Decryption Cont. 

•
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Color Images 
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X 

y Z 

A RGB (red, green, and blue) digital image can be broken down into three grayscale digital images, thus 
the encryption algorithm can be applied to each image separately (combining the three grayscale images back  
in the same order will return the encrypted color image)  
 
The same decryption algorithm can be applied, too, by separating the encrypted color image into its three 
Corresponding encrypted grayscale images, and applying the decryption algorithm to each grayscale image 

[11] 



Color Images Cont. 
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Original Red Original Green Original Blue 

Encrypted Color Encrypted Red Encrypted Green Encrypted Blue 

[11] 



Correlation of Adjacent Pixels 

in Encrypted Image 
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Experimental Results 
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Encrypted Cameraman Encrypted Lena Encrypted Barbara Encrypted Man 



Experimental Results Cont. 

Image Name Size Original Image   Encrypted Image 

    Horizontal Vertical Diagonal   Horizontal Vertical Diagonal 

Cameraman 256 x 256 x 1 0.93336 0.95933 0.90793    0.00293 -0.00017 -0.00173 

Lena 512 x 512 x 1 0.97183 0.98491 0.96843   -0.00069 -0.00008 -0.00131 

Barbara 512 x 512 x 1 0.89494 0.95875 0.90515   -0.00103 -0.00019  0.00064 

Man 1024 x 1024 x 1 0.97744 0.98126 0.96671   -0.00006  0.00132  0.00007 

27 

Correlation Coefficients for grayscale sample images 



Experimental Results Cont. 
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Encrypted Tree Encrypted Mandrill Encrypted Peppers Encrypted Stockton 



Experimental Results Cont. 

Image Name Size Original Image   Encrypted Image 

    Horizontal Vertical Diagonal   Horizontal Vertical Diagonal 

Tree 256 x 256 x 3 0.96365 0.94600 0.92757   0.00076 0.00326 0.00245 

Mandrill 512 x 512 x 3 0.89819 0.83970 0.80960   0.00075 0.00305 0.00169 

Peppers 512 x 512 x 3 0.97325 0.97138 0.95799   0.00220 0.00093 0.00130 

Stockton 1024 x 1024 x 3 0.77014 0.75911 0.72619   0.00085 0.00025 0.00040 
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Correlation Coefficients for color sample images 



Experimental Results Cont. 
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Image Name Size 
Total Encryption 
Time (seconds) 

Total Decryption 
Time (seconds) 

Total Time 
(seconds) 

Grayscale 

Cameraman 256 x 256 x 1 0.01563 0.03125 0.04688 

Lena 512 x 512 x 1 0.06250 0.10938 0.17188 

Barbara 512 x 512 x 1 0.07813 0.09375 0.17188 

Man 1024 x 1024 x 1 0.25000 0.48438 0.73438 

  
Color 

Tree 256 x 256 x 3 0.03125 0.04688 0.07813 

Mandrill 512 x 512 x 3 0.15625 0.25000 0.40625 

Peppers 512 x 512 x 3 0.18750 0.28125 0.46875 

Stockton 1024 x 1024 x 3 0.79688 1.50000 2.29688 

Encryption & decryption timing for grayscale and color sample images 



Conclusion 
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Questions? 
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